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XConf-Server - YcTaHOBKA, HAacTpouka

RDK XConf Server

OdmumanbHbIN pecypc, ookyMmeHTauums: https://wiki.rdkcentral.com/display/RDK/XConf+Server

Git: https://github.com/rdkcentral/xconfserver
Apache Cassandra

https://cassandra.apache.org/ /index.html
https://archive.apache.org/dist/cassandra/

XopoLwaa Myp3usika no KOMaHgaMm:
https://docs.datastax.com/en/cql-oss/3.3/cql/cql_using/useAboutCQL.html

Source code repository

Xconf consists of 2 web applications - Xconf dataservice and Xconf admin. Xconf DataService is the
app that the STBs talk to. Xconf Admin allows humans to enter all the information necessary for Xconf
to provide the correct information to STBs.

This repo contains the source code for both the applications -
https://github.com/rdkcentral/xconfserver

Software Requirements (Reference setup)

Component Recomendation
System/OS |Ubuntu 18.04.1 LTS 64bit or higher
Disk space |> 5GB

GIT >=2.17.1
Java/)DK >=1.8.0 352
Maven >=3.6.0
Python 2.7x

Installation of dependencies

1. Install Java JDK

Java JDK version should be 8. Get the supported version from Oracle or use the Open)DK packages.

Steps to install Open JDK:
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sudo apt-get update
sudo apt-get install openjdk-38-jdk

Check your installation using the command

java -version
2. Install Maven

Maven version should be 3 +.

To install maven follow these steps:

sudo apt update
sudo apt install maven

Check the installation using:

mvn -version

3. Download xconf server code

We can download the latest xconfserver code from https://github.com/rdkcentral/xconfserver. The

latest version of the code is available in main branch.

¢ Create a folder

cd /opt
sudo mkdir xconf
sudo chmod -R xconf

e Step into the folder & clone the repo

cd xconf
git clone https://github.com/rdkcentral/xconfserver.git -b main

e To clone a particular tagged release:

You will get the name and details of each tag here in this page
-https://github.com/rdkcentral/xconfserver/tags git clone —depth 1 —branch <tag-name>
https://github.com/rdkcentral/xconfserver.git

eg:

git clone --depth --branch v1.3.36
https://github.com/rdkcentral/xconfserver.git
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4. Install and setup Cassandra (Version 4.1.0)

Install Cassandra

e To install Cassandra , follow the below steps:

wget -c https://archive.apache.org/dist/cassandra/4.1.0/apache-
cassandra-4.1.0-bin.tar.gz

tar -xzf apache-cassandra-4.1.0-bin.tar.gz

cd apache-cassandra-4.1.0

e To start Cassandra, run the following command:
bin/cassandra
e To verify that Cassandra is up and running, enter the following command:

bin/nodetool status

Configure Cassandra

Note: For the next step, make sure that python is installed. Because cqlsh is python based command
line tool. If python is not installed , use this command: sudo apt install python2.7

schema.cql file is available in xconf-angular-admin/src/test/resources/schema.cql. We
can use this cql file to create a corresponding schema . Open another terminal , step into apache-
cassandra-4.1.0 folder and run the following command:

bin/cqlsh -f {path-to-the-schem.cql file

eg:

bin/cqlsh -f /opt/xconf/xconfserver/xconf-angular-
admin/src/test/resources/schema.cql

To check if tables are created successfully, we can use cqlsh. To start cqlsh, step into cassandra
folder and enter the command:

bin/cqlsh

It gives cassandra cqglsh prompt as output. To check if all the tables are present enter the following
commands in cqglsh prompt:

cglsh USE "demo";
cqlsh> DESCRIBE KEYSPACE;

To exit from cqlsh prompt:
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cqlsh> quit
Production Installation

The production installation should be similar to the local installation, except that Cassandra will be
installed to multiple hosts. Please see the Apache Cassandra documentation for more information.

Configuration and Service startup

1. Start Cassandra Service

e To start an Xconf application, start the Cassandra server by executing the following commands:

cd apache-cassandra-4.1.0
bin/cassandra

e Status of xconf server can be verified by using the command:

bin/nodetool status

You will get an output like this:

Datacenter: datacenterl

Status=Up/Down
|/ State=Normal/Leaving/Joining/Moving

Address Load Tokens Oowns (effective) Heost ID
Rack
UN 127.8.8.1 467.92 KiB 256 100.6% sfecldas-fd97-44da-Ba
d7-d7442d8ead16 rackl

2. Configure and Start Application Services

Build and run steps mentioned below is based on these steps -
https://github.com/rdkcentral/xconfserver#run-application.

a. Build Project

¢ Go to the xconf-server folder and run the following command to download all dependencies.
cd /opt/xconf/xconfserver

e Run the following command from the xconfserver folder
mvn clean install

e Or you can run this command with unit tests skipped
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mvn clean install -DskipTests=true

b. Configure Angular Admin Ul

For first time application deployment, create a «service.properties» file under the path
xconfserver/xconf-angular-admin/src/main/resources/service.properties with the
following contents.

The sample service.properties file will be available in xconf-angular-
admin/src/test/resources/service.properties, the below content is copied from the
sample with a modification in cassandra port you can use this.

cassandra. keyspaceName=demo
cassandra.contactPoints=127.0.0.1
cassandra.username
cassandra.password
cassandra.port=9042
cassandra.authKey

dataaccess.cache.tickDuration=60000
dataaccess.cache.retryCountUntilFullRefresh=10
dataaccess.cache.changedKeysTimeWindowSize=900000
dataaccess.cache.reloadCacheEntries=false
dataaccess.cache.reloadCacheEntriesTimeout=1
dataaccess.cache.reloadCacheEntriesTimeUnit=DAYS
dataaccess.cache.numberOfEntriesToProcessSequentially=10000
dataaccess.cache.keysetChunkSizeForMassCachelLoad=500
dataaccess.cache.changedKeysCfName=XconfChangedKeys4

¢ Go to xconf-angular-admin folder
cd /opt/xconf/xconfserver/xconf-angular-admin
e Run the following command from xconf-angular-admin folder
mvn jetty:run -DappConfig=${path-to-service-properties} -f pom.xml

e For first time run only, we need to specify the path to service.properties. For the
subsequent runs execute the below command in the folder xconfserver/xconf-angular-
admin:

mvn jetty:run

To run the admin Ul launch it as http://XCONF-SERVER-IP:19093/admin/ in any browser.
Default port is set as 19093, it can be changed by using the option -Djetty.port=[port
number]. This will redirect to the login page.

To launch in localhost: http://127.0.0.1:19093/admin
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Usermame;

Password

If the user wants both read and write permissions ,then enter username and password for the login as
admin and admin respectively

If the user wants only read permissions ,then enter username and password for the login as user and
user respectively.

Active Profile Option (for development purpose):

If xconf-angular-admin is run with -Dspring.profiles.active=dev Ul will use not compiled . js
and . css files but the source files. See xconf-angular-admin/src/main/webapp/WEB-
INF/jsp/xconfindex. jsp for details. That can be useful for local development purpose, to update
Ul it is just needed to reload page with cache refresh option.

c. Configure DataService

For first time application deployment, create a service.properties file under the path
xconfserver/xconf-dataservice/src/main/resources/service.properties with the
following contents. The sample service.properties file will be available in xconf -
dataservice/src/test/resources/sample-service.properties (There are some mistakes
in that sample file - 1. cassandra.keyspaceName=demo 2.
dataaccess.cache.changedKeysCfName=XconfChangedKeys4 that is rectified below. You can also edit
that file with the changes 1 and 2. Then rename it to be used here), the below content is taken from
there and modified with change in cassandra port.

cassandra.keyspaceName=demo
cassandra.contactPoints=127.0.0.1
cassandra.username
cassandra.password
cassandra.port=9042
cassandra.authKey
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dataaccess.cache.tickDuration=60000
dataaccess.cache.retryCountUntilFullRefresh=10
dataaccess.cache.changedKeysTimeWindowSize=900000
dataaccess.cache.reloadCacheEntries=false
dataaccess.cache.reloadCacheEntriesTimeout=1
dataaccess.cache.reloadCacheEntriesTimeUnit=DAYS
dataaccess.cache.numberOfEntriesToProcessSequentially=10000
dataaccess.cache.keysetChunkSizeForMassCachelLoad=500
dataaccess.cache.changedKeysCfName=XconfChangedKeys4

e Step into xconf-dataservice folder
cd /opt/xconf/xconfserver/xconf-dataservice
¢ Run the following command from xconf-dataservice folder
mvn jetty:run -DappConfig=${path-to-service-properties} -f pom.xml

e For first time run only, we need to specify the path to service.properties. For the subsequent
runs execute the below command in the folder xconfserver/xconf-dataservice:

mvn jetty:run

To launch the application go to http://<XCONF-SERVER-IP>:19092/queries/environments (Default port
is set as 19092, it can be changed by using the option -Djetty.port=[port number]). To verify,
add an entry in the environments tab of the Xconf admin application and check whether the same is
updated here in data service.

To launch in localhost : http://127.0.0.1:19092/queries/environments

NOTE: To run the Admin Ul and data service applications in background start jetty server as follows:
nohup mvn jetty:run &

Pa3Hoe (3aMeTkKu AoMUHA)

lna 3anyCKa BCEN 3TOM KYXHM B paMKaX TeKyLlen cbopKn MOXKHO MCMNO0JIb30BaTb CKPUNT (Hanpumep:
run-xconf.sh):

Don't run apache cassandra and xconf-server with root permission!

#!/bin/bash

cd /opt/xconf/apache-cassandra-4.1.0
bin/cassandra

sleep

cd /opt/xconf/xconfserver/xconf-angular-admin
nohup mvn jetty:run

sleep

cd /opt/xconf/xconfserver/xconf-dataservice
nohup mvn jetty:run
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Ins 3anycka nocsie nepesarpyskn CUCTEMbl MOXKHO [106aBUTb B Cron:

@reboot /opt/xconf/run-xconf.sh

Admin Ul login/password

Maponb ang AOMUHKM MOXXHO N3MeHUTb B hanne xconfserver/xconf-angular-
admin/src/main/java/com/comcast/xconf/admin/service/login/LoginService. java

String ADMIN "admin"
String USER = "user"

3HayveHnsa ADMIN n USER M0XXHO MeHATb. [TpaBa 0CTaHyTCA HeM3MeHHbIMKU. 3Ha4yeHna ADMIN n USER
onpenenslT Tak Xe 1 naposb. T.e. login=password

Cassandra DB Security

Mo ymon4yaHuio, B faHHon cbopke, besonacHocTb Cassandra DB oTkto4eHa. B KOHUrypaunoHHoM
(anne apache-cassandra-4.1.0/conf/cassandra.yaml BK/JO4YEHbl AUPEKTUBSI
authenticator: AllowAllAuthenticator n authorizer: AllowAllAuthorizer.

N5 BKNIOYEHNS aBTOPM3aLMU 1 OTK/OYeHNS «becnapoibHOr0» AOCTYyNa C NpaBaMm
«Cynepnosib3oBaTens», He0OXOANMO 3TN AMPEKTUBLI 3aMEHUTb Ha C/ef. 3HaYEHUS:

authenticator: PasswordAuthenticator
authorizer: CassandraAuthorizer

MepesanycTuTb Cassandra DB
ps -fax

kill -9 {process number
cd apache-cassandra-4.1.0

bin/cassandra

Mocne 3Toro 3anTun B 6a3y MOXXHO C y4eTHON 3anncblo cassandra (JedonTHasa yyeTHas 3anuck. Ons
H6e30nacHOCTY ee HeobX0AUMO OTKIUYNTL. CM. HUXE)

cd apache-cassandra-4.1.0
bin/cqlsh -u cassandra -p cassandra

Co3paTb HOBOrO MoJib30BaTeNd C MPaBaMm «superuser»

‘your_username'’ SUPERUSER LOGIN
PASSWORD ‘your password';

3anTu B 6a3y noja HOBbIM MoJsib3oBaTeneM. OTK/OYNTbL YYETHYIO 3aNncCb cassandra

cd apache-cassandra-4.1.0
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bin/cqlsh -u <your username> -p <your password
cassandra;

Ona xconf-angular-admin co3gaTb nosib3oBaTens 6a3bl demo € NoAHLIM gocTynom 6e3 npas
cynepnosib3oBaTenis:

'xconf-angular-admin-user!' SUPERUSER LOGIN
PASSWORD ‘xconf-angular-admin-password"';
PERMISSIONS KEYSPACE demo 'xconf-angular-admin-user';
AUThorize KEYSPACE demo 'xconf-angular-admin-user';
LIST PERMISSIONS KEYSPACE demo ‘xconf-angular-admin-user';

Ona xconf-dataservice co3naTbh Nonb3oBaTens 6asbl demo ¢ NoaHbIM AocTynom 6e3 npas
Cynepnosib30BaTens:

'xconf-dataservice-user' SUPERUSER LOGIN
PASSWORD ‘xconf-dataservice-user-password"';
PERMISSIONS KEYSPACE demo ‘xconf-dataservice-user';
AUThorize KEYSPACE demo 'xconf-dataservice-user';
LIST PERMISSIONS KEYSPACE demo 'xconf-dataservice-user';

BHecnTe cooTBeTCTBYOLWME AaHHble aBTopu3aumn ana Cassandra B xconfserver/xconf -
angular-admin/src/main/resources/service.properties n xconfserver/xconf-
dataservice/src/main/resources/service.properties
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