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Ubuntu 14.04 cBsa3ka Apache + Nginx

MonesHble CCbUIKK:

https://letsencrypt.org/ru/docs/ - LetsEncrypt pokymeHTaums (ru)

https://certbot.eff.org/lets-encrypt/ubuntubionic-apache - UHCTpyKumnsa no ncnonb3osaHuio Certbot
ans Ubuntu 18.04 + Apache

https://crt.sh - CepBuc npoBepku no 6ase cepTnuUKaToB.

https://tools.letsdebug.net - OHNaH MHCTPYMEHTBI AN paboTbl ¢ 6a3on cepTudmrkaToB. OT3bIB,
OoTMeHa 6JI0KMPOBKU U T.4.

AnbTepHaTuBHble cepBuCbl SSL Free

https://www.sslforfree.com/

https://freessl.space/
CepTtudukar ot Lets'Encrypt

He 3abbiBaem npo IPTABLES

iptables -A INPUT -p tcp -m tcp --sport -j ACCEPT

iptables -A OUTPUT -p tcp -m tcp --dport -j ACCEPT
iptables -A INPUT -p tcp -m tcp --sport -j ACCEPT
iptables -A OUTPUT -p tcp -m tcp --dport -j ACCEPT

YcTaHoBKa letsencrypt

apt-get -y install git bc
git clone https://github.com/letsencrypt/letsencrypt /opt/letsencrypt

MonyyeHue ceptucpukata nnaruHom webroot

Mpumep ons gomeHa update.infomir.com
cd /opt/letsencrypt
./letsencrypt-auto certonly --webroot -w /var/www/update.infomir.com -d

update.infomir.com

BKJto4aeM ssl ona Apache
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sudo a2enmod ssl

MNMpumep KoHpura xocta Apache /etc/apache2/sites-available/update.infomir.com

<VirtualHost *:88>
ServerName update.infomir.com

DocumentRoot /var/www/update.infomir.com

<Directory /var/www/update.infomir.com>
Options -Indexes -MultiViews
AllowOverride ALL
Require all granted
</Directory>

<Directory /var/www/update.infomir.com/im/ >
Order allow,deny
Deny from all

</Directory>

ErrorLog ${APACHE LOG DIR}/update.infomir.com error.log

# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

LogLevel warn

ServerSignature Off

CustomLog ${APACHE LOG DIR}/update.infomir.com access.log combined
#CustomLog /dev/null combined
</VirtualHost>

<VirtualHost *: >
ServerAdmin infomiriptv@gmail.com
ServerName update.infomir.com

# Header always set Strict-Transport-Security "max-age=63072000;
includeSubdomains;"

SSLEngine on

SSLProtocol all -SSLv2 -SSLv3

SSLHonorCipherOrder on

SSLCipherSuite "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM
EECDH+ECDSA+SHA384 EECDH+ECDSA+SHA256 EECDH+aRSA+SHA384 EECDH+aRSA+SHA256
EECDH+aRSA+RC4 EECDH EDH+aRSA !'RC4 !aNULL !eNULL !'LOW !3DES !MD5 !EXP !PSK
ISRP !DSS"

SSLCertificateKeyFile
/etc/letsencrypt/live/update.infomir.com/privkey.pem

SSLCertificateFile /etc/letsencrypt/live/update.infomir.com/cert.pem

SSLCertificateChainFile
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/etc/letsencrypt/live/update.infomir.com/chain.pem
DocumentRoot /var/www/update.infomir.com
RewriteEngine On

<Directory /var/www/update.infomir.com>
Options -Indexes +FollowSymLinks +Includes
AllowOverride All
Order allow,deny
Allow from All
</Directory>

LogLevel warn

ErrorLog ${APACHE LOG DIR}/update.infomir.com error.log

CustomLog ${APACHE LOG DIR}/update.infomir.com access.log combined
#CustomLog /dev/null combined

ServerSignature Off
</VirtualHost>

Mpumep /etc/apache2/ports.conf

# If you just change the port or add more ports here, you will likely also
# have to change the VirtualHost statement in
# /etc/apache2/sites-enabled/000-default.conf

Listen

<IfModule ssl module>
Listen
</IfModule>

<IfModule mod gnutls.c>
Listen
</IfModule>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

Ubuntu 18.04 (npumep peanusauum ansa update.infomir.com
cBfA3Ka apache+nginx)

MeTona nonyyeHms ceptudurkaTtos - webroot.

1. YcTaHoBKa, HacTporKka letsencrypt, certbot
2. KoHurypaums nginx, apache
3. KoHourypaums iptables

- https://docs.infomir.com.ua/



Last update: 2022/12/06
13:12

ubunutu_14.04_apache_and_nginx https://docs.infomir.com.ua/doku.php?id=ubunutu_14.04_apache_and_nginx

4. Tony4yeHune cepTUUKaTOB
5. MNpoaneHns ceptTnudmkaTos. ABToOMaTU3aLNA

YcTaHoBKa, HacTpoukKa letsencrypt, certbot

apt-get install python-certbot-apache

®ann /etc/letsencrypt/cli.ini npuBoaum K Bnay:

cli.ini

# Because we are using logrotate for greater flexibility, disable the

# internal certbot logrotation.
max-log-backups 0

authenticator = webroot

webroot-path /var/www/letsencrypt
post-hook systemctl reload apache2

KoHdurypaums nginx, apache

Co3paTtb KaTanor /var/www/letsencrypt/.well-known/
mkdir -p /var/www/letsencrypt/.well-known

chgrp www-data/var/www/letsencrypt
chmod g+s /var/www/letsencrypt

Nginx

Co3patb pann /etc/nginx/templates/letsencrypt.conf. Mpu oTCyTCTBMM CO3aaTb KaTanor

/etc/nginx/templates/

letsencrypt.conf

location ~~ /.well-known/acme-challenge/
default type "text/plain”
root /var/www/letsencrypt

location / .well-known/acme-challenge/
return 404

B KOHUrypaumio xocTa, B cekuuio server nobasntb cTpoky include
/etc/nginx/templates/letsencrypt.conf;

/etc/nginx/sites-available/update.infomir.com
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server
listen 80
server name update.infomir.com

location /

proxy pass http://localhost:88/
proxy set header Host $host
proxy set header X-Real-IP $remote addr
proxy set header X-Forwarded-For

$proxy add x forwarded for

/etc/nginx/templates/letsencrypt.conf

location ~*
\.(htm|html|jpeg|jpg|gif|png|css|js|pdf|txt]|tar|mpg|avi|mkv|imageupdate

*)$
root /var/www/update.infomir.com
access log /var/log/nginx/update.infomir.com access.log
/var/log/nginx/update.infomir.com error.log error
Apache

B 3TOM BapuaHTe He ncnonb3yetcs 6e3ycnoBHbIn peanpekT Ha HTTPS. locTyn K XOCTY BO3MOXEH M0
[ABYM NPOTOKONAM.

Ins 6e3ycnoBHOro peanpekTa packoMeHTUpoBaTb CTPOKY Redirect permanent /
https://update.infomir.com/

KoHurypaumio xocTa npnueBognM K Buay:

/etc/apache2/sites-available/update.infomir.com

<VirtualHost *:88>
update.infomir.com

/var/www/update.infomir.com

<Directory /var/www/update.infomir.com>

# Redirect permanent / https://update.infomir.com/
-Indexes -MultiViews
ALL
# Order allow, deny
# allow from all
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all granted
</Directory>

<Directory /var/www/update.infomir.com/im/4414>
from all
</Directory>
${APACHE_LOG DIR}/update.infomir.com error.log

# Possible values include: debug, info, notice, warn, error,

crit,
# alert, emerg.
warn
off
${APACHE LOG DIR}/update.infomir.com access.log
combined
#CustomLog /dev/null combined
</VirtualHost>

<VirtualHost *:443>
infomiriptv@gmail.com
update.infomir.com

# Header always set Strict-Transport-Security "max-age=63072000;
includeSubdomains;"
on
all -SSLv2 -SSLv3
on

"EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM

EECDH+ECDSA+SHA384 EECDH+ECDSA+SHA256 EECDH+aRSA+SHA384
EECDH+aRSA+SHA256 EECDH+aRSA+RC4 EECDH EDH+aRSA !'RC4 !'aNULL 'eNULL !LOW
I3DES 'MD5 !'EXP !PSK !SRP !DSS"
/etc/letsencrypt/live/update.infomir.com/privkey.pem
/etc/letsencrypt/live/update.infomir.com/cert.pem
/etc/letsencrypt/live/update.infomir.com/chain.pem

/var/www/update.infomir.com

On

<Directory /var/www/update.infomir.com>
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-Indexes +FollowSymLinks +Includes
ALl

from All
</Directory>

warn
${APACHE_LOG DIR}/update.infomir.com error.log
${APACHE LOG DIR}/update.infomir.com access.log
combined
#CustomLog /dev/null combined

off
</VirtualHost>

®ainn /etc/apache2/ports.conf npusogum K suay:

ports.conf
# If you just change the port or add more ports here, you will likely
also

# have to change the VirtualHost statement in
# /etc/apache2/sites-enabled/000-default.conf

88
<IfModule ssl module>

443
</IfModule>

<IfModule mod gnutls.c>
443
</IfModule>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

Co3patb pann /etc/apache2/conf-available/certbot.conf

certbot.conf

/.well-known /letsencrypt/.well-known

BKJIOYNTL KOHUIrypaLuuio

a2enconf certbot
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Mony4yeHue ceptucdmnkaToB

Ncnonb3yeTcs meTon webroot

TecToBbIN peXxuM Ons 0TNafKu. PekoMmeHAyeTca NepByto MOMbITKY BbINOJHATL B TECTOBOM peXunme
Ans n3bexaHusa 610KNMPOBKK Co CTOPOHbI Let'sEncrypt
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